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Product Change Notification / SYST-14ZHVK248

Date:
20-Sep-2021
Product Category:

Microprocessors

PCN Type:

Silicon Die Revision

Notification Subject:

ERRATA - SAM9X60 Device Silicon Errata and Data Sheet Clarification Revision

Affected CPNs:

SYST-14ZHVK248 Affected CPN_09202021.pdf
SYST-14ZHVK248_Affected CPN_09202021.csv

Notification Text:

SYST-14ZHVK248

Microchip has released a new Product Documents for the SAM9X60 Device Silicon Errata and Data Sheet Clarification of devices. If you
are using one of these devices please read the document located at SAM9X60 Device Silicon Errata and Data Sheet Clarification.

Notification Status: Final

Description of Change: Revision includes:
1. Updated SAM9X60 Silicon Device Identification table with additional chip 1D (0x819B35A2)
2. Added OTPC Dependency to Main RC Oscillator in 8. Data Sheet Clarifications

Impacts to Data Sheet: None

Reason for Change: To Improve Productivity

Change Implementation Status: Complete

Estimated First Ship Date:

CPN | Estimated First Ship Date |
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SAM9X60-V/DWB
SAM9X60-V/DWBVAO
SAM9X60T-V/DWB
SAM9X60T-V/DWBVAO
SAM9X60D6K-1/4GB
SAMO9X60D6KT-1/4GB
SAM9X60D5M-I/4FB
SAM9X60D5MT-I/4FB
SAM9X60D1G-I/4FB
SAM9X60D1GT-I/4FB

October 15, 2021

February 28, 2022

January 15, 2022

NOTE: Please be advised that after the estimated first ship date customers may receive pre and post change parts.

Markings to Distinguish Revised from Unrevised Devices: Traceability Code

Attachments:

SAM9X60 Device Silicon Errata and Data Sheet Clarification

Please contact your local Microchip sales office with questions or concerns regarding this notification.
Terms and Conditions:

If you wish to receive Microchip PCNs via email please register for our PCN email service at our PCN
home page select register then fill in the required fields. You will find instructions about registering for
Microchips PCN email service in the PCN FAQ section.

If you wish to change your PCN profile, including opt out, please go to the PCN home page select login
and sign into your myMicrochip account. Select a profile option from the left navigation bar and make

the applicable selections.
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MICROCHIP SAM9X60 Device

SAM9IX60 Device Silicon Errata and Data Sheet
Clarification

SAM9I9X60 Device

The SAM9X60 device that you have received conforms functionally to the current Device Data Sheet (DS60001579),
except for the anomalies described in this document.

The silicon issues discussed in the following pages are for silicon revisions with the Device and Revision IDs listed in
the following table. The silicon issues are summarized in 1. Silicon Issue Summary.

Note: This document summarizes all silicon errata issues from all revisions of silicon, previous as well as current.

Data Sheet clarifications and corrections (if applicable) are located in 8. Data Sheet Clarifications, following the
discussion of silicon issues.

The Device and Revision ID values for the SAM9X60 silicon device are shown in the following table.

Table 1. SAM9X60 Silicon Device Identification

Device Ildentification

Part Number CHIPID_CIDR[31:0] CHIPID_EXID[31:0]

0x819B35A1
SAMOX60-V/DWB 0x00000000
O0x819B35A2

Note: Refer to the “Chip Identifier” and "Product Identification System" sections in the current device data sheet
(DS60001579) for detailed information on chip identification and version for your specific device.
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SAM9X60 Device

Silicon Issue Summary

Silicon Issue Summary

Table 1-1. Silicon Issue Summary

m i

Summary

Affected Silicon
Revisions

ROM Code

System
Controller

OTPC

PMC

SMC

FLEXCOM

Secure Boot Mode: AES-RSA
X.509 Certificate Serial Number
Length Limit

System Controller Write
Protection Status Register
(SYSC_WPSR) Limitation

OTPC Limited Number of
Packets

OTPC Restricted Operating
Range in Write Mode

OTPC Wrong Default
Configuration

ULP1 Mode Entry Procedure

Register Write Protection Not
Effective on SMC_OCMS
Register

FLEXCOM Sniffer Mode

The length of serial numbers is
limited to 16 bytes by the ROM
code.

Write access violation is not
reported by SYSC_WPSR.

The number of packets is limited
to 2.

Wirite operations cannot be
performed over the full
temperature and VDDANA
ranges.

The default configuration cannot
be used to access the OTP
memory in Write mode.

Spurious exit from ULP1 mode

The register write protection is
not effective on the SMC_OCMS
register.

Peripheral TWI*n+1* cannot be
configured to analyze peripheral
TWI*n*.

X
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SAM9IX60 Device
ROM Code

ROM Code

Secure Boot Mode: AES-RSA X.509 Certificate Serial Number Length Limit

According to the standard RFC 5280 "Internet X.509 Public Key Infrastructure Certificate" section 4.1.2.2, the
maximum length for serial numbers in X.509 certificates is 20 bytes.

When parsing the certificate chain in AES-RSA Secure Boot mode, the maximum serial number length allowed by the
ROM code is 16 bytes.

Work Around
To use AES-RSA Secure Boot mode, do not use X.509 certificates with a serial number length higher than 16 bytes.
Affected Silicon Revisions

A
X
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SAM9X60 Device
System Controller Write Protection (SYSCWP...

System Controller Write Protection (SYSCWP)

System Controller Write Protection Status Register (SYSC_WPSR) Limitation

The status register SYSC_WPSR does not set the write access violation status flag for write-protected registers of
RTC, RTT and WDT peripherals when the bit WPEN is set in SYSC_WPMR for these peripherals. However, the write
protection mechanism is active.

Work Around
None
Affected Silicon Revisions

A
X

© 2021 Microchip Technology Inc. Errata DS80000846D-page S
and its subsidiaries



4.1

4.2

4.3

SAM9X60 Device
OTP Controller (OTPC)

OTP Controller (OTPC)

OTPC Limited Number of Packets

The number of OTP packets allowed to be written in the user area, in addition to those necessary to configure the
ROM code boot features, is limited to 2. The maximum size of the payload for each packet is 8192 bits.

Work Around
None

Affected Silicon Revisions

A
X

OTPC Restricted Operating Range in Write Mode

The write operations in the OTPC cannot be performed over the full temperature and VDDANA power supply ranges
specified.

Work Around
The write operations in the OTPC are restricted to the following ambient temperature and VDDANA power supply
ranges:

« TA=[0°C to 50°C]
« VDDANA = [3.15V to 3.45V]

Affected Silicon Revisions

A
X

OTPC Wrong Default Configuration

The default configuration of the OTPC cannot be used to access the OTP memory in Write mode.

Work Around

Prior to any write operation in the OTPC, the OTPC must be configured using the following code. This operation
needs to be performed only once before the first write operation and whenever the peripheral reset (signal
periph_nreset) is asserted.

#define ARRAY SIZE(a) (sizeof(a) / sizeof((a)[0]))

/*

* writing one word lasts 350us

* the timeout was chosen to be enough for writing 10 words **/
#define TIMEOUT 50000C

#define OTPC O (Oxlu << 0)

#define OTPC 1 16

#define OTPC 2 (Oxffffu << OTRC 1)
#define OTPC_3 (0x4391u << OTPBC 1)

static void otp sam9x60 fixup(void)

{
static const uint32 t fixupO[4]
static const uint32 t fixupl[4]

{0x04194801, 0x01000000, 0x00000008, 0x00000000};
{0xfbl64801, 0x4c017d12, 0x02120e01, 0x00004000};
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SAM9X60 Device
OTP Controller (OTPC)

~ IO uint32 t *OTPC 4 = (IO uint32 t *)((uint8 t *)OTPC + 0x090);
~ IO uint32 t *OTPC 5 = ( IO uint32 t *)((uint8 t *)OTPC + O0xO0AO);

~ IO uint32 t *OTPC 6 = ( IO uint32 t *)((uint8 t *)OTPC + 0xO0BO);
uint3Z t timeout;

int 1i;

timeout = TIMEOUT;
*OTPC 4 = OTPC O | OTPC 3;
while (! (OTPC->OTPC SR & OTPC SR UNLOCK) && --timeout > 0);

for (i = 0; i < ARRAY SIZE(fixupO); i++)
OTPC 5[i] = fixupO[i];

for (i = 0; i < ARRAY SIZE(fixupl); i++)
OTPC 6[i] = fixupll[i];

timeout = TIMEOUT;

*OTPC_4 = OTPC 3;
while (({OTPC->OTPC SR & OTPC SR UNLOCK) && --timeout > 0); }

Affected Silicon Revisions
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5.1

SAM9X60 Device

Power Management Controller (PMC)

Power Management Controller (PMC)

ULP1 Mode Entry Procedure
If one or more read or write accesses to the PMC user interface follow the last instruction to enter ULP1 mode (set
CKGR_MOR.ULP1), the ULP1 mode may be exited immediately after the entry.

Work Around
Add two dummy read accesses outside of the PMC user interface just after setting the CKGR_MOR.ULP1 bit.
Affected Silicon Revisions

A
X
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6.1

SAM9X60 Device
Static Memory Controller (SMC)

Static Memory Controller (SMC)

Register Write Protection Not Effective on SMC_OCMS Register
The register SMC_OCMS is not write-protected when the bit WPEN is set in SMC_WPMR.

Work Around
None
Affected Silicon Revisions

A
X
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7.1

SAM9X60 Device
Flexible Serial Communication Controller (FLEXCOM)

Flexible Serial Communication Controller (FLEXCOM)

FLEXCOM Sniffer Mode

When using FLEXCOM in Sniffer mode, the peripheral TWI*n+1* cannot be configured to analyze the peripheral
TWI*n* (n being the instance index of the TWI) in a full transparent mode via predefined internal connections
between TWI instances.

Work Around
Configure TWI*n* to analyze TWI*n+1*.
Note: When n=12 (FLEXCOM12), n+1 means 0 (FLEXCOMO).

Affected Silicon Revisions

A
X
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SAM9X60 Device

Data Sheet Clarifications

8. Data Sheet Clarifications

8.1 OTP Controller (OTPC)

8.1.1 OTPC Dependency to Main RC Oscillator
The main RC oscillator must be turned on prior to reading or writing the OTP memory.
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9.1

9.2

9.3

9.4

SAM9X60 Device

Revision History

Revision History

DS80000846D - 09/2021

Updated SAM9X60 Silicon Device |dentification table with additional chip ID
Added OTPC Dependency to Main RC Oscillator in 8. Data Sheet Clarifications

DS80000846C - 09/2020

Updated 4.1 OTPC Limited Number of Packets
Added 2.1 Secure Boot Mode: AES-RSA X.509 Certificate Serial Number Length Limit

DS80000846B - 02/2020

Added 7. Flexible Serial Communication Controller (FLEXCOM)

8. Data Sheet Clarifications: removed "EBI Controls in Special Function Registers (SFR)"

DS80000846A - 10/2019

First issue.
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SAM9X60 Device

The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

+ Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

+ Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

+ Distributor or Representative

» Local Sales Office

+ Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

+ Microchip products meet the specifications contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is secure when used in the intended manner and under normal
conditions.

* There are dishonest and possibly illegal methods being used in attempts to breach the code protection features
of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

* Microchip is willing to work with any customer who is concerned about the integrity of its code.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code
protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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SAM9X60 Device

Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS 1S”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeelLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo,
MOST, MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip
Designer, QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC,
ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge,
In-Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, Miwi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQl, SuperSwitcher, SuperSwitcher |, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2021, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-8879-8
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SAM9X60 Device

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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